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What is Meta-analysis?

Meta-analysis is a research process used to
systematically integrate the data and findings from
independent studies, using statistical methods to

calculate an overall effect.

All the presented figures are Harel Center estimations and analyses based on publically available data and figures in prior studies.
We thank Bar Sobel for outstanding research assistance.
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1. Objectives

Objectives

1. Identify the current market and regulatory status.

2. Outline future development of the cyber insurance market (and
business opportunities for insurers).



2. Early stage issues in cyber insurance

Cyber Insurance

“Cyber insurance is an increasingly significant risk-transfer mechanism,
and the insurance industry has an important role to play in
strengthening cyber hygiene and building resiliency, including

combatting ransomware.”

Annual Report on the Insurance Industry, Federal Insurance Office, U.S. Department of the Treasury,
September 2022, page 7.



2. Early stage issues in cyber insurance

Early Stage Issues in Cyber Insurance

Does a P&C policy cover silent cyber exposures? For example, are loss of profits or a fire
in a facility caused by shutting down a programmable controller covered by standard P&C
policies?

Coverage offered by affirmative cyber policies

» First party: event management/breach response, loss from business/network
interruption, cyber extortion/ransomware, data restoration.

» Third party: privacy liability, network security liability, privacy regulatory defense
costs.

Underwriting difficulties - catastrophic cyber perils do not have well-established
definitions or fundamental physical properties. For these reasons, catastrophic cyber
events have the inherent potential for significant economic loss. Lack of data and
competence prohibits a link between premium and exposure.

Loss prevention? — young technologies, weak proficiency.

Systemic attacks and war, terror, etc. — Is cyber risk insurable?



2. Early stage issues in cyber insurance

- War Exclusion (2022 version)

arising from any physical act of war, invasion, or warlike
operations (Whether war be declared or not), Civil war, riot, civi
commotion, rebellion, revolution, insurrection, civil uprising or
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2. Early stage issues in cyber insurance

NotPetya — Exclusion of War Actions

* The most destructive malware ever (June 2017)!

e Ukraine was the target of a Russia-backed effort,
spread across Europe, the UK and farther.

* Not a ransomware attack.

* Damages: $870 million loss to Merck, S100 million to
Mondelez (Oreos, Ritz), and $400 million to FedEx’s
European subsidiary. Total estimated at $10 billion.

e Zurich refused to cover the $100 million claim to
Mondelez due to exclusion of “act of war”.

e Settlement (Oct 2022).



2. Early stage issues in cyber insurance

SolarWinds (NYSE SWI) - 2020

* SolarWinds was subject to a massive data breach by hackers
who injected malicious code into the company’s “Orion”
software (Dec 2020).

* Investors filed a securities class action, alleging that
SolarWinds falsely and misleadingly told investors that it
had a robust cybersecurity program and adhered dropped l
the cybersecurity practices in the 40%!
“Security Statement” on its website. szﬂM

* A $26 million tentative settlement (Nov 2022). 16
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SWI stock
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2. Early stage issues in cyber insurance

Systemic Cyber Risk

e Systemic cyber risk is the risk that a cyber event at an individual
component of a critical infrastructure ecosystem will cause significant harm

not only in the originating component but consequences also cascade into
the ecosystem.

e Systemic cyber risk quantification models that consider and include the tail
risk of multiple cascading consequences are needed.

 Particularly, the threat expands to significant adverse effects to public
health or safety, economic security or national security, beyond claims
from the private insurance industry.

* Understanding how the government will respond during a national cyber
incident will enable the private sector to tailor its expectations and to plug
into the larger effort as appropriate.



3. Cyber insurance — A snapshot

Premiums

* The property-casualty insurance industry has gone through a meaningful
growth in the cyber insurance market over the past five years, largely
attributable to the expansion of digital technology coupled with the
increasing frequency of cyber attacks.

* Demand for cyber insurance by corporations is continuing to soar and
premium rates have substantially increased in 2021-2022.

* Analysts expect the cyber insurance market to continue growing, doubling
in the next three years.

* Trend: a cyber insurance policy includes both monetary coverage and a
professional response team.

* The #1 sales trigger - 40% of companies in the US purchased cybersecurity
insurance when a cyberattack occurred on another organization in the
same industry.



Chart 1

Global Cyber Written Premiums (GWP)
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Chart 2

Cyber Policy Types (% of GWP, 2021, US)
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3. Cyber insurance — A snapshot

Chart 3
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3. Cyber insurance — A snapshot

thart 4 Cyber Security Corporate Expenditures Vs.
Cyber Insurance GWP (EU)
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3. Cyber insurance — A snapshot

Underwriting

e Rapid technological changes shape cyber risk environment.

* There has been a significant increase in hardware and software
vulnerabilities over the last few years.

* Insurers use diverse methods (usually based on external experts) to inspect
the coverage offered for critical infrastructure, systemic, correlated events,
and war, with some insurers restricting coverage. Evidence of proper
management and controls has become critical to demonstrating cyber
risk maturity to insurers.

* The effectiveness of these methods is still to be proved.

* Lack of relevant data and in-house underwriting expertise prohibits a
reliable link between premium and cyber exposure. Underwriting remains
challenging in certain industries (e.g., healthcare, IT) and countries.



3. Cyber insurance — A snapshot

Claims

* The number of cyber claims is on the rise. The COVID-19 pandemic
caused an increase in cyber attacks and the geopolitical conflicts
encourage cyber attacks by nations/states.

* Handling cyber claims is a complex and costly process. Measuring
losses due to a cyber incident is immature and involves substantial
discretion.

* In process - Insurers develop claim response and resolution models,
in line with the level of claim complexity.

* Malicious data breaches are the most frequently occurring and induce
the highest data breach losses.



3. Cyber insurance — A snapshot

A Unique Cyber Claim Distribution (US, 2021)
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Chart 6

Cyber Incidents Frequency by Industry (US, 2021)
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3. Cyber insurance — A snapshot

Chart 7
Territory: Average Coporate Cost Due to a Cyber
Incident by Country
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3. Cyber insurance — A snapshot

h
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3. Cyber insurance — A snapshot

Profitability

* On average, the loss ratio of the cyber insurance segment has been
highly profitable on recent years, ranging from 40% to 70% (including
defense and cost containment).

* Profitability exhibits high variation among insurance firm, depending
primarily on quality of underwriting.

* Insurers continue to see strong profitability, with loss ratio
improvement in 2021 and 2022, due to premium rate increases and
somewhat lower claims frequency.



Chart 9
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3. Cyber insurance — A snapshot

Reinsurance

* On average, about 45% of primary cyber insurance market premium is
ceded to reinsurers (US, 2021).

* In 2021 and 2022, reinsurers offered limited cyber capacity primarily due to
difficulties to predict claims.

* Increased profitability of the cyber insurance segment and limited actual
losses from high profile cyber incidents raised confidence and lead
reinsurers to release existing capacity constraints.

* Improved cyber security, innovative cyber modeling and the accumulation
of data over time are expected to improve the ability to predict claims.

* Reinsurers take advantage of advanced technological tools at their disposal
to improve the quality of underwriting and inject additional capital.



4. Regulatory status

Participants in the US Cyber Insurance Market

Source: NAIC OCT 2022.

2021 2020 Group Direct Written Loss Ratio hMarket

Rank Rank Number | Group Name Premium w/DCC Share
1 1 626 Chubb Ltd Grp 473,073,308 76.9% 9.8%
2 8 158 Fairfax Fin Grp 436 447 801 51.9% 9.0%
3 2 968 AXA Ins Grp 421,013,729 86.5% 8.7%
4 11 3098 Tokio Marine Holdings Inc Grp 249 785 218 43.8% 5.2%
5 3 12 American Intl Grp 240.613,748 130.6% 5.0%
G ¥ 3048 Travelers Grp 232 276,831 12.7% 4.8%
7 5 4942 Beazley Gip 200 87T 555 38.7% 4.2%
8 7 218 CNA Ins Grp 181,382 785 87.5% 3.8%
g " 1279 Arch Ins Grp 171.944 995 9.2% 3.6%
10 G 3416 AX|S Capital Grp 159,058,212 105.2% 3.3%
11 13 212 Zurich Ins Grp 151,865,004 76.9% 3.1%
12 14 111 Liberty Mut Grp 138,216,723 95.2% 2.9%
13 12 3219 Sompo Grp 133.519 577 4. 3% 2.8%
14 10 23 BCS Ins Grp 132 043,119 80.1% 2.7%
15 ¥ 91 Hartford Fire & Cas Grp 123,163,166 16.3% 26%
16 " 361 Munich Re Grp 119,989, 106 69.0% 2.5%
17 20 181 Swiss Re Grp 103,827 837 32. 7% 2.2%
18 ¥ 501 Alleghany Grp 88,554 222 20.5% 1.8%
18 ¥ a8 WR Berkley Corp Grp 81.249 260 36.9% 1.7%
20 16 31 Berkshire Hathaway Grp 71,365,401 .5% 1.5%
Total 81%

» There are about 6,000
insurance companies
in the US. Only 570 sell
cyber insurance.

» 10 () insurance
groups hold 57% cyber
market share.

» 20 (") insurance
groups hold 81% cyber
market share.

» 6 new entrants to the
top-20 list in 2021



4. Regulatory status

Terrorism Risk Insurance Program (TRIP)

September 11 attacks resulted in approximately S50 billion of insurance losses, about
two-thirds of which were reimbursed by reinsurers to insurers. Consequently, insurers

L] L] L] L] ’
an(IJ! reinsurers began to exclude coverage for terrorism risk from commeruaY P&C
policies.

Terrorism Risk Insurance Program (TRIP, 2002) - requires US insurers to make terrorism
risk coverage available within certain lines of commercial P&C insurance. Insurance
losses are eligible for reimbursement through TRIP if they result from an “act of
terrorism”. Cyber incidents are included.

Two prerequisites must be met: (1) the insurer’s “insured losses” must exceed a
deductible, and (2) a Program Trigger (S200 million aggregate industry level losses).

The TRIP share is 80 percent of an insurer’s losses, subject to a cap.

Recoupment — insurers may be required to collect funds from policyholders by placing a
surcharge on ALL insurance policies written in TRIP-eligible lines.

80% of all commercial multi-peril (CMP) insurance policies include coverage for terrorism
risk, where the incremental cost of cyber insurance is up to 3-6% of total premium.



6. Summary

Summary — What Do We Take-away?

* The cyber insurance segment is fast growing, profitable and highly
concentrated.

* Deeper understanding of cyber exposure is in need, both on the supply and
demand side, in order for the cyber insurance industry to develop further.

e Systemic and war-related cyber risks are key challenges for insurers and
regulators.

e Key success factors for insurers: in-house cyber underwriting expertise,
advanced technological underwriting tools and access to reinsurance
capacity, generating a clear advantage to large insurers. So far, firm size and
reinsurance capacity drive both market share and profitability in the cyber
insurance segment.



